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1 Introduction

1.1 Overview

User (of partner’s system) may login via Express Login API, and return to partner
(A business entity that cooperates with Alipay)'s system with a token, which is
essential in further interaction like instant payment service and logistics address
inquiry service.

1.2 Reader

Express Login API Specification document is meant for specialist with substantial
website development capability, who understands at least one of following
programming language, ASP, PHP, JAVA and ASP.net. He will also need to use
one of SQL database in deployment, maintenance and management of the
website.

1.3 Glossary

#1-1 Glossary of Terms

Term Description

The Request/Respond Mode. Under the mode, the partner system sends request data to
Return the Alipay system, and synchronously waits for the response from the Alipay system
while the request is being processed.

Request The process of transmitting data using HTTP protocol.

Under user authorization, Alipay will grant partner access to certain services for a limited

Token . - h
amount of time; those accesses are authorized via tokens.

Active notifying interaction, Alipay finished processing data, it will active notify partner

Notify website, meanwhile, post the response data set back to partner system.,
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1.4 Technical Service

When developing or using Alipay API, if any problem or question occurs, click
this URL and fill out the form, submit it, and Alipay Tech staff will contact you and
solve the problem.

https://b.alipay.com/support/helperApply.htm?action=supportHome

. Alipay APl integration Forum:
http://club.alipay.com/thread.php?fid=703

In this forum, you may download information, search for solution, or post for help.

. Customer Hotline: 0571-88158090

2 Function Demo

2.1 Express login triggered by user

Step 1: User click Alipay Express Login on partner website
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[#]2-1 click Alipay Express Login

Step 2: Direct to click Alipay Express Login page, complete login information.

. If account name is email, enter email and password;

. If account name is cell phone, enter cell phone number and password.
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[#]2-2 Alipay Express Login Page

Step 3: After Login, Redirect to Partner website, and complete further operations.
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2.2 Express login triggered by Etao

stepl: User login Etao with taobao account
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Step 2: User click on a commodity from an express login merchant
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[&]2-5 click on a commaodity from an express login merchant

Step 3: User will be redirected to merchant site, already logged in.
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3 Interaction Mode
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[#]3-1 Request/Response Interaction Mode

(1) Construct Request

Partner, based on Alipay API specification, generate a data set and signature for
Alipay system.

(2) Send Request

Send data set to Alipay using page re-direct or post_form.

(3) Alipay system process request data

When the data set arrived, Alipay will perform a set of security validation, and
process these data.

(4) Return processed data

After User Logged in, Alipay will reconstruct the URL link, redirect user
automatically to partner pre-set URL address (Parameter name: return_url, if
partner didn’t set it, this operation will be ignored.), and response data back to
partner.

(5) Partner acquire response data and process

After partner acquire response data on return page (the page parameter
return_url identify), he may continue its own business logic (For example, acquire
token).

8
0
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4 Request Parameters Description

4.1 Definition

Request parameters are sent to Alipay in purpose of data transaction, for
Alipay.com to carryout data processing.

4.2 List of Parameters

%% 4-1 Request Parameters Description

Param Parameter Type(le Null or

Name

Description Not Example

Basic Parameters

service | APl Name String API name Hﬁh alipay.auth.authorize
A unique partner ID to
. identify a contracted Alipay
partner | Partner ID g)t””g(l Account. “‘Jltl 2088101568338364
A 16 digit number starts with
2088

The charset using on
Not

_input_ | Encode String partner website like utf-8. utf-8

charset | Charset gbk. gh2312 etc. Null
sign_ty Sign Type String MD5, capital letter NS MD5
pe Null
. . . o N Not b7baf9af3c91b37bef42
sign Sign String See “Signature Algorithm Null 618492276281
After Alipay done
return_ . processing data, Alipay will Not http://www.test.com/alip
url R L SHTa) redirect user to the HTTP Null ay/return_url. php
page partner named.
Authorization Parameters
target_ | Target . Service name , Not . .
service | Service Sl user.auth.quick.login Null VBN gL Cgfin

SATE (CRED MESARARAR A A 1.0 9
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Parameter Type(le 1L @iy
yp Description Not Example
Name ngth)
Null
User IP when the order is
) created.
exter_| External String(1 i i
nvoke_ | 9i* | If partner activated anti Null 128.214.222.111
ip invoke IP 5) phishing IP checking, this
parameter then will be not
null, for verification.
Use time inquiry API to
acquire encrypted Alipay
anti_ph S timestamp
ishing Anti-phishin string . ated ant Null 587FE3D2858E6BO1E3
— | gtimestamp If partner activated anti 0104656E7805E2
key phishing IP checking, this
parameter then will be not
null
4.3 Example

https://mapi.alipay.com/gateway.do?target_service=user.auth.quick.login&sign_t
ype=MD5&return_url=http%3A%2F%2Fapi.test.alipay.net%2Fatinterface%2Fre
ceive_return.htm&sign=0e06988dalcf705e0a3b46f99b1f5e90&service=alipay.a
uth.authorize&partner=2088102011725265

LJ Note:

This sample is only for referencing, Alipay gateway s
https://mapi.alipay.com/gateway.do.

5 Response Parameters Description

5.1 Definition

After Alipay finish processing request data, it will notify partner website by
posting response data. The result of such procedure is these response
parameters.
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5.2 List of Parameters

%5-1 Request/Response Mode Parameter Descriptions

Paramet Parameter Type(len Null or

Description Not

Example

Basic Parameters

is_succe Success Strin Indicate whether this transaction Not T
Ss mark g been handled successfully Null
Zlgn_typ Sign Type String MDS5, capital letter II:IISIII MD5
Not b1af584504b8e
sign Sign String See “Signature Algorithm” Null 845ebe40b8ele
733729
Function Parameters
RgPnCoPT3K9
%2Fvwbh317xsk
%2BvCEcoKkr4
notify_id Notify ID String Notify ID Null EITG1wX%2FY
X14%2BqluUrJc
YkwIxvYJIXQpH
X3t
A unique user ID to identify a
Alipay User Account.
user_id User id String P y- ) ) Null UL
A 16 digit number starts with 876
2088
real_na Real . . _
me Name String Name of that Alipay User Null k=
EVAS T b - o
. e , X RAGRIAEMHARERS, —
email gﬂ_%)\& String Wy email Mkl HE T LS. Null test@yahoo.cn
201103296887f
Authorizati . - 2954c914d4e81
token on Token String Authorization Token Null 77568b769adde
b
user_gra rtcy Strin HPSEg, 20 “8RIRRE Null NORMAL
de MRS 9 | BImE. HRKRIE AR, .
SATE (PED MEEARGRAF FRBUTAE| A 1.0 H11LH
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Paramet Parameter Type(len U@
yp Description \[o] Example
er Name gth)
Null
e PSR, SN MRk
user_gra | PS4 . ; .
de. type o String g@]:ﬁ:lﬁﬁe HERIRIRE S H Null 1
gmt_dec | M/ %4 : P S E, Bk A 2.
ay Sk ] String Vyyy-MM-dd. Null 2011-03-04
AZHRAE LS50 etao HERIN _
H AR SRICER), — BN H bR P 3k http:/item.mbao
[OSLUT | g | swing | BARUEROUL Null | Dac.comipshow
it W5 “53  etao &L RBEE ml '
NI ETD RS

5.3 etao ERGERUIETTIEAILIE

P P S ) SO ARG S, W SRR T [ (PR S SR AL I TR (M R
SR ALK return_url) , 24 SESRTE etao BT 48RRI, etao ATLLG]
S K FIAHPL R SRS U, XA ST R e . etao BRI
HimfAEREW R
% etaoiE®:E = RIEEEEF
%3

|

L ( =ik ) Bitetao D[‘i]
|

2 BEER ]
>

3 EEm  EEFEE

-——

4: PET{I=AtE

5: BbiEm P Iam

&

.
|

[El5-1 etao M EXERIZE

HATX T etao 2, SO AIBEEE 7 5047 LR
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5.3.2 BEERH—

. i ALY T IR 5

o HSMISCATERRME T IRGES R E S AT A (RIS return_url 1
8 ;

. SEGR LA B SR v T P B0 S A R A o

WL E=ANFERE S, SRS EshR AR P sk FP @ T (S

Horeturn_urD , FEHSABE ORI FTA B PP BEAMSH (S “iRIRIER

IS FIR. #RRIRBIGIAIE. 7 O &R EIGE

B url =B R -

http://www.126.com/?is _success=T&notify id=RqPnCoPT3K9%252Fvwbh3I7xt

nO7far28tp8tXfvKVhVHdAFp%252FTtgAIJMM16LgkfSYXOLbROGNn&real name=

wang0555s&target url=http%3A%2F%2Fitem.mbaobao.com%2Fpshow-120101

2803.html&token=2011042971db9a3ed2904d4e8d3fc4669a7758fe&user id=20

88102008703762&sign=8d8dc7d5048f7dece74bb341e37d19a3&sign_type=MD
5

5.3.3 BEERR T

o HSBL T PHEER,

o T MISCATE SR 7RG R IG5 M TR AR (RISEL return_url )
/fE) 5

o SRR T EIN S B SO R M

W R UL E=AN ARG OL R, ST S 2 E S i AR P i) D B R A i A 0 (2

o oreturn_urD , I B R GR [BIPREEE SR T AR 5] S 400 target_url (S, “H5iR!

ARRBFIHE. FHRIRRBGHE. 7O .

ZRGIEIE

http://www.126.com/?is_success=T&notify id=RgPnCoPT3K9%252Fvwbh3I7xt
nO7fa8zrihCodocSH%252FvG6LVT5pgMNNnK24|{5U9vROKtSORH&target _url=h
ttp%3A%2F%2Fitem.mbaobao.com%2Fpshow-1201012803.html&sign=f008dc8
26656a7d8ae66554¢c30034989&sign_type=MD5
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S
A AR

o etao HIEAE T P Mok, IARAMHE url HITEL, ELm, &M
BARTE P Wb XL HNITR & 4675 NP T4, RARHERSA; XA P AL
# RSA, Wi£4% DSA, R/EHLEBE MDS 54, A FBIELE L0, F§2ARIER
= url ¥ 49 sign_type A4 B AL A2

o BPEIAERET HRBEFWETERERN @ ZF AR kR RE
o EHAE A return_url, mABA P 5 IAREAN, AP EFERE-ATBBREZ
Wbk AR RFERE, MXAN N @KL BREE TP T AKER S
B M@ IEAE (B return_url) d93bit,

5.4 Example

http://api.test.alipay.net/atinterface/receive_return.htm?is_success=T&notify id=
RgPNCoPT3K9%252Fvwbh317xsk%252BvCECcoKKr4EITG1wX%252FY XI14%252
BgluUrJcYkwJxvYJIXQpHX3tj&real name=%D7%A8%D2%B5%B0%E6GNOIV&t
oken=201103296887{2954c914d4e81775e8b769ad4eb&user_id=20881010107
49876&sign=c0f6821d5276e2f7a54439d19f349026&sign_type=MD5

6 Acquiring Response Data

6.1 Features of Request/Response Mode

(1) A successfully logged in user will see a Alipay login page, this page will
stay for a few second and automatically redirect to the page partner named.
(return_url)

(2) Parameters in this page can be accessed with GET method, like
request.QueryString("out_trade_no"). $ GET['out_trade no']. Partner may
process those information later, for example put acquired token into
session, for convenience in the further interactions with Alipay (which
requires token).

(3) Redirection will only occur once, right after user is logged in.

(4) In this interaction, Alipay will not invoke partner page, rather using program
redirecting method, re-pointing user page.

(5) Testing this interaction mode can be hold on a server or a pc.

(6) Notify ID has a time limit, it expire shortly after a minute, which will cause
verification failure.
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http://api.test.alipay.net/atinterface/receive_return.htm?is_success=T&notify_id=RqPnCoPT3K9%252Fvwbh3I7xsk%252BvCEcoKkr4ElTG1wX%252FYXl4%252BqIuUrJcYkwJxvYJXQpHX3tj&real_name=%D7%A8%D2%B5%B0%E6NOIV&token=201103296887f2954c914d4e81775e8b769ad4eb&user_id=2088101010749876&sign=c0f6821d5276e2f7a54439d19f349026&sign_type=MD5
http://api.test.alipay.net/atinterface/receive_return.htm?is_success=T&notify_id=RqPnCoPT3K9%252Fvwbh3I7xsk%252BvCEcoKkr4ElTG1wX%252FYXl4%252BqIuUrJcYkwJxvYJXQpHX3tj&real_name=%D7%A8%D2%B5%B0%E6NOIV&token=201103296887f2954c914d4e81775e8b769ad4eb&user_id=2088101010749876&sign=c0f6821d5276e2f7a54439d19f349026&sign_type=MD5
http://api.test.alipay.net/atinterface/receive_return.htm?is_success=T&notify_id=RqPnCoPT3K9%252Fvwbh3I7xsk%252BvCEcoKkr4ElTG1wX%252FYXl4%252BqIuUrJcYkwJxvYJXQpHX3tj&real_name=%D7%A8%D2%B5%B0%E6NOIV&token=201103296887f2954c914d4e81775e8b769ad4eb&user_id=2088101010749876&sign=c0f6821d5276e2f7a54439d19f349026&sign_type=MD5
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(7) When partner is configuring return _url, do not set custom parameters. For
example

Wrong: http://www.alipay.com/alipay/return_url.php?xx=11

Right: http://www.alipay.com/alipay/return_url.php

(8) Due to Alipay will try to validate the landing page of return_url, so do not set
it on local host. like

Wrong:
http://localhost/alipay/return_url.php

http://localhost:80/alipay/return_url.php
Fﬁghh

http://www.xxx.comalipay/return_url.php

http://121.1.1.255alipay/return_url.php

6.2 Points of Attention

When Alipay finish data processing procedure, Alipay will redirect the data set
back to partner website. Partner may use GET method to acquire that data set,
validate it according its own business logic.

7 Signature Algorithms

7.1 Generate Pre-sign string

7.1.1 Choose Parameters to sign
In the list of request parameters, all of them will need to be signed with exception
of sign. sign_type (in some case even sign_type will need signing)

In the list of response parameters, all of them will need to be signed with
exception of sign. sign_type

7.1.2 Generate Pre-sign string

For following data set:

string[] parameters={
"service=alipay.auth.authorize",
"partner=2088101568338364",

" input charset=gbk",
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"return url=http://www.test.com/alipay/return url.asp",
"target service=user.auth.quick.login"

}i

Rearrange parameters in the data set alphabetically

And connect rearranged parameters with &:

_input charset=gbké&partner=2088101568338364&return url=http://www.test.co
m/alipay/return url.aspé&service=alipay.auth.authorizes&target service=user

.auth.quick.login

This is the pre-sign string

A Notice:

o Parameters without a value, can be exclude from sign;

o Charset in sign must be consistent with the charset used previously

o If _input_charset is passed, it also shall be signed.

e According to HTTP protocol, special character like & @ needs to do URL
encoding, so the request receiver can get correct value. In this seniro,
pre-sign string shall be the initial value insteat of encoded. For example:
invoke a particular APl needs to sign email, the pre-sign string shall be
email=test@msn.com, rather then email=test%40msn.com.

7.2 Signature Generation
7.2.1 MD5 Signature

As a simple hashing digest function, the MD5 was not originally
designed to be a signature generation algorithm; however, by
appending the key (a common key known both to the sender and
the receiver) into the data, the MD5 sum can be used as a form of
digital signature.

For example, if the key is set to be :32#af*dsf, the partner system’s

request should be formatted as:

email=test@msn.com&service=user query32#af*dsf
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However such scheme can only detect if the data has been modified or
not. Due to the key is known to both sender and receiver; it cannot be
used to authenticate the sender.

8 Appendix

8.1 Express Login Error Code

%8-1 Express Login Error Code

Error_code

ILLEGAL_ARGUMENT

8.2 Universal Error Code

%8-2  Universal Error Code

Error_code

ILLEGAL_SIGN

ILLEGAL_DYN_MD5_KEY

ILLEGAL_ENCRYPT

ILLEGAL_ARGUMENT

ILLEGAL_SERVICE

ILLEGAL_PARTNER

ILLEGAL_EXTERFACE

ILLEGAL_PARTNER_EXTERFACE

ILLEGAL_SECURITY_PROFILE

ILLEGAL_AGENT

ILLEGAL_SIGN_TYPE
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Error_code

ILLEGAL_CHARSET

ILLEGAL_CLIENT_IP

HAS_NO_PRIVILEGE

SYSTEM_ERROR

SESSION_TIMEOUT

ILLEGAL_DIGEST_TYPE

ILLEGAL_DIGEST

ILLEGAL_FILE_FORMAT

ILLEGAL_TARGET_SERVICE

ILLEGAL_ACCESS_SWITCH_SYSTEM

ILLEGAL_SWITCH_SYSTEM

ILLEGAL_ENCODING

EXTERFACE_IS_CLOSED

ILLEGAL_REQUEST REFERER

ILLEGAL_ANTI_PHISHING_KEY

ANTI_PHISHING_KEY_TIMEOUT

ILLEGAL_EXTER_INVOKE_IP

ILLEGAL_NUMBER_FORMAT

ILLEGAL_INTEGER_FORMAT

ILLEGAL_MONEY_FORMAT

ILLEGAL_DATA_FORMAT

REGEXP_MATCH_FAIL

ILLEGAL_LENGTH

PARAMTER_IS_NULL
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8.3 User level

%28-3 User Level

Name Description

NOMARL Regular
VIP VIP
IMPERIAL_VIP Supreme VIP

8.4 User level type

#8-4 User level type

Name Description

0 Golden account inactivated

1 Golden account activated
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